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Execution of Network Automation is Essential 

Overlays can abstract architectural and operational complexity in data center 
networks, paving the way for a successful hybrid, multi-cloud future, but net-
work teams need to implement automation on top of those overlays. Figure 

11 reveals that from 2021 to 2022, companies greatly expanded their use of 
network automation in their data centers. A year ago, only 37% had broad 
deployments of automation, but today, 60% have reached this stage.

Figure 11. Which of the following describes the level of network automation in your data center networks today and in the future?

2021 2022 2024

1.2%

37.5%

61.3%

2.3%

37.5%

60.2%

6.5%

56.7%

36.9%

No automation

Limited deployment

Broad deployment
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The Importance of Internal and External 
Data for Optimal Decision-Making
Internal Data Sources
The SDC continuously analyzes operations and DevOps data from 
numerous sources to optimize application environments for cost, 
performance, security, availability, and compliance. For optimal deci-
sion-making, the “brain” of the SDC requires a comprehensive stream 
of input data coming from six major categories.

External Data Streams
External data streams can add contextual data specific to the industry, 
project type, technology, and company size. This enables the SDC to  
recognize situations that have led to positive or negative outcomes for the 
company’s peers and take appropriate action. The infusion with external 
data can show its value in a smaller context (preventing basic configu-
ration mistakes that can lead to customer-impacting disasters down the 
road) and in bigger-picture situations (flagging that an industry-specific 
application tends to run into performance issues when hosted on a spe-
cific set of public cloud or data center infrastructure resources).

1. Operations Data: Logs, events, alerts, and timetables for 
planned upgrades and migrations are at the foundation of the 
data model for the SDC.

2. Business Data: Sales pipeline data, ticket data, and informa-
tion on upcoming events and campaigns provide important 
decision context.

3. DevOps Data: Data on planned releases, upgrades, and current 
product performance constitutes one more guiding factor.

4. Cyclical Factors: The decision model needs to know relevant 
recurring events, such as business-relevant holidays. 

5. Site Reliability Data: The remaining failure budget, current 
service-level indicators (SLIs), and the availability of on-call sup-
port and rapid rollback capabilities are critical decision factors. 

6. Cost Data: The AI needs to consider the costs of cloud 
resources, data center infrastructure, salaries, and software 
licensing. 

Types and Impact of External Data Streams
1. Application-Specific Operations Data: Prevent cost over-

runs, performance and user experience degradation, security 
vulnerabilities, compliance issues, and downtime. 

2. Industry Data: Identify industry-specific trends, problems, 
and optimization opportunities.   

3. Project Metrics: Recognize risks and opportunities for project-
specific context. 

4. Company Size: Accelerate root cause analysis, enhance sce-
nario analysis, and proactively recognize and fix issues earlier. 

5. Compliance and Security Data: Sensitize the AI algorithm to 
compliance and security challenges and provide optimization 
recommendations. 

Continuous 
Optimization

AI
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ServiceOps teams run on a
common platform

Platform use pays for itself – 
and then some

Platform use turns a profit
for 84% of organizations

ServiceOps is on the rise because it directly addresses top IT priorities 
using mainstream technologies (AI, automation, and cross-functional 

workflows) to deliver high benefits while cutting costs, and…

…it makes sense to the people who are doing the work.

78% of organizations report active ServiceOps 
initiatives (ad hoc and formalized functions)

ServiceOps reduces friction, waste, 
delay, and cost caused by overlap, gaps, 
conflicting organizational goals, and disjointed 
processes

ServiceOps is all about IT service to 
the business

Results are overwhelmingly positive – 
96% positive, even transformative

What impact has ServiceOps had on your organization?

People-centric: 
improves employee 
productivity and user 

experience

Technology-enabled: 
slashes time to find 
and fix problems

ServiceOps is a technology-enabled 
approach to unifying IT service and 
IT operations management 
for excellence in delivery of 
digital business services.

Technology Service Operations 
(ServiceOps) is on the rise

C-level endorsed: 
cuts costs and 
facilitates innovation

Platform capabilities unify 
service and operations  

ITSM/service desk acts as 
an interaction hub

IT
Service

IT goals
ServiceOps results directly 
map to top IT goals

It uses technology that is already 
in place and well understood

Results are not only immediate, 
but high value

And it’s on the rise…

59%

25%

Good value
it more than paid for itself, 
probably returning in 
excess of 20% over cost

High value
the savings and benefits 
are at least double the cost  

12%

2%

2%

Breakeven
it paid for itself and

then some

Disappointing
benefits do not offset

the costs

Too early to tell

What are the results when 
service and operations are 

effectively unified 
(ServiceOps)?

Reduction in outage frequency and duration

IT employee productivity gains

Enhanced user experience 

Improved service quality

Cost cutting

What are the top ITOps improvement/goals in the next 6 to 18 months?

44%

43%

43%

Reduce major incidents/outages

Reduce cost

Identify and respond to security threats in
less time

Reduce number of failed changes

Observability - end-to-end visibility

50%

50%

Although the two teams have different charters and skillsets, 
IT service and IT operations are inextricable. There is no 
service without effective IT operations.

What are the top IT service improvement/goals in the next 6 to 18 months?

36%

32%

Better processes for interaction with
other teams

Automated cross-departmental workflows

Cost-cutting

Automated request and problem ticket
management

New services for IT and non-IT groups, like HR

44%

40%

37%

How do IT operations and service collaborate using AI/ML and automation?

What is needed to unify IT service and operations?

Factors

Efficient processes and workflows

Collaboration tools

Organization and management support

Shared objectives and metrics

End-end visibility

Common data

Technologies

Workflow automation

Platform for enterprise-wide action

Shared digital workspace

Common data model

Business context: discovery and mapping

Automation for autonomous action

IT asset and cost management
IT governance and risk

ITSM tickets generate alerts
Collaboration + communication

Security
Cross-functional workflows

DevOps change management
Monitoring alerts create tickets in ITSM

End-user experience management

37%
36%

35%
35%

35%
35%

33%
29%

29%

In terms of cost, what value has your platform investment returned?

ServiceOps is on the fast track because the results it 
delivers directly address the top goals and challenges 

that IT faces globally and across industries.

ServiceOps benefits 
are enterprise-wide

Which teams, other than service and operations, benefit 
from coordination of service and operations?

Transformative - it has redefined service
excellence and business alignment

Very positive - it has streamlined
cross-functional processes and workflows

Positive - cross-functional collaboration
has improved

Neutral - nothing specific has
come of it so far

Too early to tell

16%

51%

28%

3%

2%

42% 34%

DevOps Governance, 
risk, compliance

Product 
teams

46% 43%

Security End-user 
management

25% 23% 20%

FinOps 
and cloud

Non-IT functions, 
such as HR and 

Finance

SRE

33% 29%

Engineering Lines of 
business

38%  Cloud management

37%  Security

35%  Employee productivity

35%  User experience

34%  Cross-functional workflows/employee productivity

32%  Incident management and response

27%  Governance, risk, and compliance

26%  Proactive and root cause intelligence

25%  Change management

The ServiceNow advantage for 
technology ServiceOps

Want to learn more about technology ServiceOps? 
Visit servicenow.com/optimizetech

ServiceNow automates and optimizes technology services and operations with 
our market-leading IT service management and IT operations management 
products built on the single cloud-based Now Platform. 

Standardizing on ServiceNow’s platform dramatically reduces operational 
friction, facilitates automation, cuts resolution time, and gets incident alerts to 
the right team the first time. 

ServiceNow’s technology ServiceOps approach ensures organizations can 
develop a shared set of guiding principles and rules to promote trust and 
confidence in the data and automation provided by the platform. 

  • Expand technology services while reducing costs 
  • Deliver extraordinary employee experiences, resiliency, and productivity 
  • Drive technology best practices with optimized, efficient processes

ServiceNow makes technology ServiceOps practical today.

There is no downside

Which areas or use 
cases benefit most 

from coordination of 
service and 
operations?

ITOps

33%

Enterprises say multicloud addresses their requirements for:

56%
Performance 
optimization

46%
High-availability 

application 
architectures

45%
Cost

optimization

Most important features in an end-to-end solution

93% of multicloud enterprises are 
interested in an end-to-end 
multicloud networking solution

Best-in-class 
enterprises reported the highest interest

Multicloud networking is essential, 
but complex

Most IT organizations struggle with multicloud networks

81% of multicloud enterprises say
Networking has become more important 
to cloud strategies over the last two years

Only 35% of multicloud networking strategies are 
completely successful today

Top sources of multicloud 
networking pain:

38%
Security risk

37%
Multi-vendor 
complexity

31%
Conflicts and 
collaboration issues 

between groups

29%
Budget

29%
Performance issues

Native networking constructs from 
cloud providers aren’t enough

Top challenges with cloud providers’ solutions:

30%
Cloud provider lock-in

28%
Limited network 
security features

30%
Bandwidth limitations

30%
Cost

End-to-End MultiCloud Networking 
Solutions Provide a Path to Success

58
% % % %

34 29 25

Network security VPN Transit routing NAT

Single-cloud enterprises build infrastructure with the 
native networking solutions of their chosen cloud provider

In multicloud, native solutions aren’t good enough

56%
of IT organizations say cloud providers’
networking solutions are important 
components of multicloud networks

Only  24% are completely satisfied with
their cloud providers’ solutions

Open APIs: 
82% want open APIs with their cloud networking solution

Cloud providers’ solutions remain important: 
53% want an end-to-end cloud networking solution 
to program and manage the native networking 
solutions of their IaaS providers

NEXT STEPS
EMA’s Recommendation
Consider an end-to-end multicloud networking solution to 
reduce network complexity and mitigate security risk

Don’t rip and replace existing networks. Multicloud 
networking vendors partner with your cloud providers

Learn more about EMA’s multicloud networking research: 
https://pages.aviatrix.com/ema-report-multicloud-
networking-connecting-and-securing-the-future.html

Learn more about Aviatrix and its multicloud networking 
solution
Get multicloud networking training through Aviatrix’s ACE 
certification program: aviatrix.com/ace

Book a 1:1 meeting with Aviatrix to discuss your multicloud 
network:  aviatrix.com/schedule-advanced-cloud-services/

Listen to Aviatrix’s podcast, Altitude: The Unsung Heroes of 
Cloud Transformation: aviatrix.com/altitude/

Sources
EMA, “Network Management Megatrends 2022,” April 2022

EMA, “Multi-Cloud Networking: Connecting and Securing the Future,” January 2023

ADOPT AN END-TO-END 
MULTICLOUD NETWORKING 
SOLUTION

Multicloud architectures are inevitable
By 2024, 88% of enterprises will be multicloud

GET A FREE INFOGRAPHIC (A $11K VALUE) 

WITH A CUSTOMER RESEARCH 
PROJECT OF $24.5K OR MORE

Why Custom Research from EMA?
Since 1996, EMA research analysts have spearheaded 
IT and data management marketing intelligence that 
has helped IT vendors like you educate your prospects, 
differentiate your solution, and add the credibility of a 
third-party expert to your message. 

Your custom research project will consist of a 
10-minute survey targeting information technology 
decision makers and will deliver:

•	 100 North American respondents

•	  10 demographics including geography, job title, 
industry, company size, budget, and more

•	 20 questions 

•	 Research presentation via teleconference, 
web, or on-site (plus T&E if applicable)

For every 50 additional respondents, the cost will be 
$2.5k. 

Once the survey data is finalized, an EMA analyst will 
help you position the data* into a three to four panel 
Infographic, with an additional panel for vendor-
specific information.

* Only data points from the EMA custom research project and/or those provided by the client and approved by the EMA analyst may be used for the 	
Infographic. EMA is not responsible for finding other data sources

Get a Custom Quote
Interested in custom research but have different 
criteria than what is listed above? EMA will provide a 
custom quote based on your target demographics. 

Contact the EMA Business Development team 
at ema-sales@enterprisemanagement.com  

or call +1.303.543.9500.
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